Information Technology:  
Computer Forensics and Investigation

Spring Semester 2005
General Course Information

Instructor: Colette Schimetz
Office: 207

Campus Phone: 228-5444
E-mail: Colette.Schimetz@misu.nodak.edu
Classroom: 210
Class Times:  MWF 11:00 to 11:50
Prerequisites: None
Textbook:  Nelson, H. W. and Amelia Phillips, Guide to Computer Forensics and Investigation, Course Technology Incorporated, 2003, ISBN:  0-619-13120-9

Course Objectives

The main goal of this course is to provide you with a comprehensive understanding of computer forensics and investigation tools and techniques.  You will learn what computer forensics and investigation is as a profession and gain an understanding of the overall investigative process.  The following topics will be covered:
· Personal computer operating system architecture and disk structure

· How to set up an investigators office and laboratory

· What forensic computer hardware and software tools are available

· Importance of digital evidence controls

· How to process crime and incident scenes.

· Details of data acquisition and analysis

· E-mail investigations

· Image file recovery

· Investigative report writing

· Expert witness requirements
Much investigative work is done in teams.  For this reason our class will be considered a team for many of the case projects.  Each student will be required to maintain a project journal of his own design.  This will contain ideas, methods, tools, etc.  Also include any information gained from experience and research pertaining to computer forensics.  
Grading and Evaluation Criteria
· 60% of the grade is based on Chapter exams.
· 20% of the grade is based on completing the end of chapter case project assignments.  And recording them in your journal.

· 20% of the grade is based on quizzes.  Quizzes are unannounced and may vary from 3 to 5 questions that may be in any format. 
A = 90 and above


B =89 – 80


C = 79 – 70


D = 69 – 60


F = 59 and below
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