MSU-BOTTINEAU

Course Outline

Name of instructor: Colette Schimetz
Course Title and Number:CIS 146


Credits: 3 


Prerequisite: None
	Course Description: Provides students with an overview of the role of an ethical hacker in providing network security. This course offers a structured knowledge base for preparing security professionals to discover vulnerabilites and recommend solutions for tightening security and protecting data from potential attackers.


	Required Text: Hands-On Ethical Hacking and Network Defense, Coure Technology Incorporated 2006, ISBN 0-619-21708-1will be used as a reference as well as online resources.


	*Course Objectives: (List which, if any, of the general education goals listed below each of your course objectives satisfies by writing the number of the goal beside the objective.)
Provide students with hands -on step-by-step security techniques

Introduce a thorough background on ethical and legal issues pertaining to security testing (#3)
Help students discover network vulnerabilities by explaining the tools hacker use to bypass network security(#2)
Allows students to practice skills learned through Case Projects

Introduce students to the 10 Domains covered on the CISSp certification exam




	Course Content: This course introduces the art of ethical hacking and security testing preparing them to be efficient security professionals. Students learn to incorporate the legal and ethical issues affecting the work that ethical hackers do.  They will learn that knowing what hackers know is a valuable tool in protecting network resources from attack. 

	Course Requirements and Evaluation: Tests and quizzes account for 40% of the grade. 40% will be based on labs and class participation and 20% on a project notebook students are required to keep throughout the semester to document results of Labs and Case Projects.



*Ten General Education Goals

1) To develop the ability to communicate

2) To develop thinking skills

3) To develop knowledge and application of technology

4) To develop skills in mathematical computation

5) To develop an aesthetic appreciation for the world in which we live

6) To promote the management and use of physical activity

7) To develop a knowledge and application of science

8) To understand and appreciate cultural diversity

9) To develop lifelong learning skills

10) To foster interpersonal development

Course Objectives (Sample)


To develop skills analyzing and interpreting dramatic texts, demonstrated through discussions (Meets MSU-B General Ed. Goal #2)


To develop your own critical analysis and interpretation through writing papers


To become more familiar with dramatic terminology


To explore dramatic texts through performance (Meets MSU-B General Ed. Goal #5)

