Syllabus

CIS 145 - Information Technology: Guide to Network Security Fundamentals
Fall Semester 2006
General Course Information

Instructor:  Colette Schimetz


Office:  Thatcher 207
Campus Phone:  228-5444
E-mail: Colette.Schimetz@misu.nodak.edu
Course Web Site: www.course.com
Classroom:  Thatcher 212
Class Times: MWF  2:00 to 2:50
Prerequisites:  None
Textbook: 
Cisco Learning Institute, Security+ Guide to Network Security Fundamentals, 2nd Edition,  Course Technology Incorporated, 2003, ISBN 0-619-21566-6
Course Objectives

The main goal of this course is to provide a fundamental understanding of network security principles and implementation. You will learn about the technologies used and principles involved in creating a secure computer networking environment. You will learn about the authentication, the types of attacks and malicious code that may be used against your network, the threats and countermeasures for e-mail, Web applications, remote access, and file and print services. A variety of security topologies are discussed as well as technologies and concepts used for providing secure communications channels, secure internetworking devices, and network medium. Further, you will learn about intrusion detection systems, firewalls, and physical security concepts.  In addition, security policies, disaster recovery, and computer forensics are covered.  Aside from learning the technologies involved in security, you will get to understand the daily tasks involved with managing and troubleshooting those technologies. You will have a variety of hands-on and case project assignments that reinforce the concepts you read in each chapter. 
E-Mail

All students are requested to obtain an e-mail account. If you have any questions about the course or need assistance, please contact me in person or by telephone during office hours; or by e-mail at any time. 

Grading and Evaluation Criteria

Grades will be determined by total points earned.  60% and 20% of the grade will be based on 8 chapter tests and a final examination respectively.  All examinations may be given in a multiple choice, true/false, and short essay format.  10% of the grade will be based on several quizzes given throughout the semester. Quizzes may or may not be announced the day before and may vary from 5 to 10 points each.  10% of the grade will be based on your Project Notebook.  This is where you will document various labs and hands on projects that are completed.  The notes should include comments that you can use once the class is over to help describe results of the hands on projects.  Include any helpful tips or advice that you may use in the future.
A = 90 and above                         C = 79 – 70 


F = 59 or below

B = 89 – 80

          D = 69 – 60 

