MSU-BOTTINEAU

Course Outline

Name of instructor: Colette Schimetz
Course Title and Number:CIS 256 Computer Forensics & Investigations


Credits: 3 


Prerequisite: None
	Course Description: Guide to Computer Forensics and Investigations  presents methods to properly conduct a computer forensics investigation, beginning with a discussion of ethics. Students should have a working knowledge of computer hardware and operating systems (OSs) to maximize their success on projects and exercises throughout the text. 


	Required Text: , Nelson, Enfinger, Steuart. Guide to Computer Forensics and Investigations. Third Edition. Course Technology Incorporated, 2008, ISBN 13:978-1-4180-6733-5


	*Course Objectives: (List which, if any, of the general education goals listed below each of your course objectives satisfies by writing the number of the goal beside the objective.)
Students will:

Define computer forensics

Describe how to prepare for a corporate or criminal investigation

Explain the importance of professional conduct

Explain requirements for data recrovery workstations

Apply a systematic approach to an investigation

Describe certification requirements for a forensics lab

Explain data acquisition methods

Understand how to validate acquistion of data

Explain the rules for digital evidence

Explain how to obtain a digital hash

Understand the different Windows file systems

Evaluate curent available forensic software

Understand the various types of graphics file formats

Locate and recover graphic files




	Course Content: Students will cover the skills needed to complete a successful computer forensic investigation. Starting with acquiring digital evidence to reporting their findings. Coverage includes how to conduct and investigation and digital analysis of recovered evidence. 

	Course Requirements and Evaluation: Grades will be determined by total points earned divided by total points possible.  Tests will comprise 60% of your grade.  Tests will be both production and objective, i.e. multiple choices, true/false, short answer.  20% of your grade will be based on daily work/labs and 20% based on a project notebook you will create throughout the semester.

A = 90 and above

B =89 – 80

C = 79 – 70

D = 69 – 60

F = 59 and below






*Ten General Education Goals

1) To develop the ability to communicate

2) To develop thinking skills

3) To develop knowledge and application of technology

4) To develop skills in mathematical computation

5) To develop an aesthetic appreciation for the world in which we live

6) To promote the management and use of physical activity

7) To develop a knowledge and application of science

8) To understand and appreciate cultural diversity

9) To develop lifelong learning skills

10) To foster interpersonal development

Course Objectives (Sample)


To develop skills analyzing and interpreting dramatic texts, demonstrated through discussions (Meets MSU-B General Ed. Goal #2)


To develop your own critical analysis and interpretation through writing papers


To become more familiar with dramatic terminology


To explore dramatic texts through performance (Meets MSU-B General Ed. Goal #5)

