MSU-BOTTINEAU

Course Outline

Name of instructor: Colette Schimetz
Course Title and Number:CIS 255 Designing Windows 2003 Security


Credits: 3 


Prerequisite: CIS 244 Windows 2003 Server
	Course Description: This course provides and overview of the features and functions of secrity in Windows 2003 server. Course is comprised of a combination theory, case studies, and hand-on exercises. Provides requiste knowledge needed to pass the associated Microsoft security design certification exam.


	Required Text: Designing Windows 2003 Server Security Elias N. Khnaser et al , ISBN 0-619-12021-5     


	*Course Objectives: (List which, if any, of the general education goals listed below each of your course objectives satisfies by writing the number of the goal beside the objective.)
Students will:

Learn to analyze security needs according to business function(#2)

Secure servers based on function

Design a secure public key infrastructure

Secure the network management process

Secure network services and protocols

Secure network resources and clients




	Course Content: Designing Security for a Microsoft Windows Server 2003 network will prepare students for  the challenge of securing a Windows Server 2003 network. This includes configuring administering, managing, and troubleshooting the network. Activities are included to provide hands-on reinforcement for the concepts covered in each chapter. Case projects will allow students to take the role of network administrator, making decisions and troubleshooting real-life problems.      

	Relationship to Campus Theme: (Provide a statement describing how this course addresses the campus theme of Nature, Technology and Beyond.)

 At first, nature and technology may seem to be opposites, but people by nature, are curious. This curiosity and quest for knowledge has led to the development of all technology. In turn this technology can be used to care for the Earth and therefore, improve the quality of life for all people.

	Course Requirements and Evaluation: Grades will be determined by total points earned.  60% and 20% of the grade will be based on  chapter tests and a final examination respectively.  All examinations may be given in a multiple choice, true/false, and short essay format.  10% of the grade will be based on several quizzes given throughout the semester. Quizzes may or may not be announced the class before and may vary from 5 to 10 points each.  10% of the grade will be based on your Project Notebook.  This is where you will document various labs and hands on projects that are completed.  The notes should include comments  and insights that you can use once the class is over. Include any helpful tips or information that you may use in the future.A = 90 and above B = 89 – 80 C = 79 – 70D = 69 – 60                             F = 59 or below

          



*Ten General Education Goals

1) To develop the ability to communicate

2) To develop thinking skills

3) To develop knowledge and application of technology

4) To develop skills in mathematical computation

5) To develop an aesthetic appreciation for the world in which we live

6) To promote the management and use of physical activity

7) To develop a knowledge and application of science

8) To understand and appreciate cultural diversity

9) To develop lifelong learning skills

10) To foster interpersonal development

Course Objectives (Sample)


To develop skills analyzing and interpreting dramatic texts, demonstrated through discussions (Meets MSU-B General Ed. Goal #2)


To develop your own critical analysis and interpretation through writing papers


To become more familiar with dramatic terminology


To explore dramatic texts through performance (Meets MSU-B General Ed. Goal #5)

